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ISS Proventia™ Dynamic Threat Protection Appliances
Frequently Asked Questions

General Questions

1.

What is Proventia?

Proventia is the newest addition of protection appliances (# INTERNET SECURITY SYSTEMS™

to Internet Security Systems’ Dynamic Threat Protection -
framework. Built on the industry’s leading security proveni J
intelligence and technologies, Proventia appliances

identify and stop known and unknown attacks without user intervention. This is achieved
through maximized protection, simplified deployment and streamlined management.

What does Proventia A Series do? How does it protect customers today?

The Proventia A Series intrusion detection appliances provide sophisticated prevention
technology optimized for the most demanding network environments, delivering automated
protection at a lower cost of ownership. Today the Proventia line includes the A Series, the
first in a series of appliances, the Proventia A201, the A604, A604-200, A1204, A1204F and
A1204F-400.

What does the name mean?
As the name suggests, the Proventia appliances combine ISS’ world-leading security
intelligence and technology to protect and prevent.

How will Proventia be sold?
The Proventia line of appliances will be sold by our direct sales force and by our resellers.

Will Proventia be offered as a Managed Protection Service?

Yes. All of the Proventia appliances will offer managed protection services as an option. In
fact, the Proventia A201 is currently supported as a platform choice for our Managed
Intrusion Protection Service for Networks.

Is this Internet Security Systems’ first appliance?

No, Internet Security Systems has been in the appliance space for quite a while now. We first
introduced the RealSecure® for Nokia appliance in 2000. In Q1 of 2003, we also launched
RealSecure for Crossbeam, a high availability, multi-segment appliance.

Why is Internet Security Systems moving into the appliance market?

Internet Security Systems’ goal is to provide world-class protection solutions for its
customers. Security needs can vary greatly and Internet Security Systems is introducing the
Proventia A Series to address customer needs for a robust security solution that is easy to
provision and deploy.

What took so long for Internet Security Systems to break into the appliance arena?
Internet Security Systems has been in the appliance space for the last three years. We first
introduced RealSecure for Nokia in 2000. In Q1 of 2003, we also launched RealSecure for
Crossbeam, a high availability, multi-segment appliance.

What is Internet Security Systems’ long-term appliance strategy?

Internet Security Systems’ long-term strategy is to protect its customers from all types of
threats using the best protection technology. In the future, ISS will unify multiple security
functions into Proventia to provide an unprecedented level of protection. This includes
behavioral analysis, in-line blocking, gateway antivirus, stateful packet filtering (firewall),
VPN, content filtering and spam filtering.
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10.

11.

What can you tell me about the box itself?

The Proventia A Series appliances are premium quality systems based on Intel equipment
and built to Internet Security Systems’ exact specifications. Proventia A Series appliances are
designed to perform from 200Mbps up to 1200Mbps aggregate bandwidth on up to four
network segments, including options for 10/100/1000Mbps copper and 1Gbps fiber network
access. Internet Security Systems offers service options to provide customers with 24/7/365
technical support, an advanced exchange program and software and security updates.

Is Internet Security Systems getting into the hardware business? Who is your
hardware provider?

Internet Security Systems has partnered with a proven contract manufacturer and is not
getting into the hardware business directly. By leveraging our core skills in developing
protection technology and partnering with a company that assembles the specified
components, we are able to bring the best possible solution to market.

What About RealSecure?

12.

13.

14.

What does this mean for the RealSecure brand? Will Proventia replace RealSecure?
Proventia is complementary technology to RealSecure as both product families are part of
Internet Security Systems’ Dynamic Threat Protection platform. While RealSecure offers
world-class protection, giving customers greater control over their security landscape,
Proventia delivers automated protection, simplified provisioning and deployment for an
overall reduction in the total cost of ownership.

Isn’t this a repackaging of RealSecure on a box? How does the protection capability in
Proventia differ from RealSecure?

Internet Security Systems’ Proventia A Series is based on its world-class Protection Engine
utilized in RealSecure technologies, but adds many advanced features and functions,
including: simplified deployment, firewall monitoring, protection for a wide range of network
configurations, support for asymmetric routed traffic, TCP resets to prevent attacks, and the
powerful combination of protocol analysis and signature-based IDS.

How does this affect Internet Security Systems’ relationship with Nokia? With
Crossbeam Systems?

The Proventia A Series is complementary to both RealSecure for Nokia and RealSecure for
Crossbeam. All of the products within Internet Security Systems’ Dynamic Threat Protection
platform are flexible and designed to meet different customer needs, requirements, and
costs.

ISS Proventia A Series

15.

What is the Proventia A Series?

The Proventia A Series is the first in a line of exciting new security appliances that deliver the
most powerful, ready-to-use and cost-effective online protection available today. Based on
the same Dynamic Threat Protection framework as Internet Security Systems’ market-leading
RealSecure software, the Proventia A Series defends against attack or misuse when threats
are first discovered — and long before they can become active attacks.

Proventia A Series intrusion detection appliances incorporate the industry’s leading security
intelligence and technologies and significantly reduce administrative burdens and costs
through easy acquisition, deployment, maintenance and configuration. The Proventia A
Series includes the A201, the A604, A604-200, A1204, A1204F and A1204F-400 guaranteed
to provide full coverage from 200Mbps up to 1200Mbps on up to four network segments,
including options for 10/100/1000Mbps copper and 1Gbps fiber network access. These
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16.

17.

protection capabilities work in half-duplex, full-duplex, asymmetric routed and load-balanced
network environments.

Proventia A Series appliances, along with all other Internet Security Systems network, server
and desktop protection agents, can be centrally managed with one security management
platform: SiteProtector™. Ongoing X-Force™ X-Press Update™ enhancements provide
the most up-to-date protection against known and unknown attacks.

What are the advantages of Proventia A Series?

While based on ISS’ world-leading security intelligence and technology, Proventia appliances
offer much more in terms of value, functionality and support. Namely, simplified deployment,
streamlined management and maximized protection.

= Simplified Deployment — Proventia A Series appliances are true plug-and-protect
appliances. They reduce the time required to acquire, deploy and protect to mere minutes.
These single-vendor appliances deploy quickly and easily across multiple geographic
locations and require minimal maintenance or configuration. Simply plug a Proventia
appliance into a standard 1U or 2U rack mount, turn it on and the protection solution is in
place and functional.

= Streamlined Management — Proventia A Series appliances are centrally deployed,
managed and updated through ISS’ unified management system, SiteProtector.
SiteProtector is the world’s only management platform that provides centralized control,
command and event management for network, server and desktop protection agents.
SiteProtector simplifies and streamlines Proventia management — from appliance updates
to advanced data correlation tasks. Each Proventia appliance or RealSecure protection
agent reports to SiteProtector, with data correlation being applied at every level of the
process to minimize excess network traffic and maximize the ability of administrators to
quickly and easily focus on the most critical security issues. The SiteProtector
SecurityFusion module enhances and extends SiteProtector’s correlation capabilities by
adding two automated and advanced correlation techniques: Attack Impact Analysis and
Attack Pattern Recognition.

= Maximized Protection — An easy-to-use, simple-to-deploy protection appliance is
worthless if it doesn’t deliver maximum protection. Proventia A Series appliances can boldly
boast unparalleled protection through building on afore-mentioned world-leading security
intelligence and world-leading protection technology.

What are the main features of the Proventia A Series appliances?

Proventia A Series features include technology based on RealSecure technologies, first-to-
market security updates, centralized management, firewall monitor, and integrated appliance
form factor.

= Based on RealSecure® technologies — Internet Security Systems’ Dynamic Threat
Protection Engine is the underlying technology that drives all ISS Intrusion Protection and
Vulnerability Assessment agents — and is the core technology behind all Proventia
appliances. Based on the technology utilized in ISS’ market-leading RealSecure® intrusion
protection solutions, the Protection Engine is the world’s first universal technology engine
that spans networks, servers, desktops and applications to detect, prevent and respond
against known and unknown attacks. Proventia A Series appliances use the same industry
proven detection technologies that have earned RealSecure Network Protection the
number one market position, more than 60% worldwide market share (Gartner Dataquest)
and independent certification from NSS Group and Neohapsis. Proventia A Series
appliances close the window of vulnerability to new threats with an unequaled combination
of highly accurate pattern matching and advanced protocol analysis, which can detect
unknown attacks.
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18.

19.

20.

21.

= First-to-market Security Updates — Backed by X-Force, ISS’ first-to-market security
updates protect before threats become attacks. X-Force’s ongoing security research leads
to X-Press Updates that provide additional and newly developed security coverage for the
latest security threats.

= Centralized Management — Simple, remote, centralized management with SiteProtector
and SiteProtector SecurityFusion gives security managers the ability to control, monitor and
analyze all ISS protection agents with a minimum of staff and operational costs.
SiteProtector and SecurityFusion provide unparalleled visibility across an enterprises’
infrastructure through advanced data correlation, impact analysis and attack pattern
recognition.

= Firewall Monitor — By providing an extra layer of protection, Proventia A Series appliances
are necessary companions to firewalls. Firewalls often allow malicious network traffic
through but the Proventia A Series appliances will protect against these unwanted attacks.

= Integrated protection appliance — Acquisition and 24/7 support from one security vendor
and available for immediate deployment. Out of the box functionality with minimal tuning
and easy configuration to get up and running quickly. Space-saving 1U and 2U rack-
mountable appliances for easy access and maintenance.

= Protection for a range of network configurations — Guaranteed to perform 200Mbps to
1200 Mbps aggregate bandwidth on up to 4 network segments. Options for
10/100/1000Mbps copper and 1Gbps fiber network access. Protection for half-duplex, full-
duplex, asymmetric routed, load-balanced network environments.

What is the availability of the Proventia A Series?

The Proventia A201, the A604, A604-200, A1204, A1204F and A1204F-400 are currently
available in North America. The Proventia A201, A604, A1204, and A1204f models are
available in EMEA and Asia/Pac markets. Availability of the Proventia A604-200 and A1204F-
400 in EMEA and Asia/Pac markets will be later in 2003.

Can | upgrade my RealSecure Network products for a Proventia A Series appliance?
Yes, RealSecure Network customers can upgrade to a Proventia A Series appliance. Contact
your local sales representative or ISS reseller for additional information.

How is Proventia managed?

Proventia A Series appliances, along with all other Internet Security Systems network, server
and desktop protection agents, can be centrally managed with one security management
platform — SiteProtector. SiteProtector is available with all Proventia appliances at no
additional cost. The SiteProtector SecurityFusion module immediately estimates the impact of
attacks by correlating the target’'s known vulnerabilities and operating system to the attack,
automatically alerting users to real attacks, while de-emphasizing failed attacks and
eliminating false alarms. Fusion also automatically correlates attack activity over time to link
seemingly disparate events or incidents — whether occurring now or in the past — into a
single, significant incident.

Will the Proventia A Series include other features like firewall, antivirus (vCIS), inline,
active blocking, etc.?

Internet Security Systems is currently investigating and planning release of subsequent
Proventia appliance series. Future Proventia appliance series will expand on the Proventia A
Series' high performance, high value model with additional offerings that include more
protection at higher speeds across larger numbers of network segments, high availability and
multi-function capabilities, and tight integration among protection, inline blocking, firewall,
antivirus and other security components within a single rack mount chassis.
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Support and Miscellaneous

22.

23.

24.

25.

26.

27.

What service options are available for the Proventia appliances? How are support,
updates, and returns for the appliance handled?

There are two service options for the Proventia line of appliances. The first component is
Customer Support and Advanced Exchange. This provides 24x7x365 telephone and email
support, as well as Advanced Exchange for the appliance. All support for the solution is
provided directly by Internet Security Systems. The second component is the software
updates and security content subscription. This component provides updates to the software
and operating system, as well as the industry leading security content and notifications of
newly discovered threats.

Why are technical support and security and software content separate charges? What
does that mean?

Technical support and security and software content are offered as separate service options
to provide flexibility to customers in choosing continuous 24/7 technical support with an
Advanced Exchange Program and software and security content updates. Through the X-
Force, Internet Security Systems works to keep our customers protected with the most up-to-
date, high value, accurate and well documented security content and protection capabilities
available on the market today.

Where do | find additional product information or documentation?

For product information or documentation regarding the Proventia appliances, visit Internet
Security Systems at

http://www.iss.net/products _services/enterprise protection/proventia/index.php

Whom do | contact for technical support?
Contact ISS Technical Support at support@iss.net or 1-888-447-4861 or +1-404-236-2700.
Technical support operates 24 hours a day, 7 days a week.

How do | acquire a Proventia appliance?

You can purchase an ISS Proventia appliance directly from Internet Security Systems by
contacting Internet Security Systems at 1-800-776-2362 (in North America) or at +1-404-236-
2600 (outside North America) or e-mailing sales@iss.net. You can also contact a variety of
resellers that sell Proventia and other ISS products.

Whom do | contact with product suggestions?
Send your enhancement request to enhancements@iss.net and it will be recorded.
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